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Abstract- The research work concerned with earlier prediction of VMs failure and migrate them with less cost and 

resources. Earlier prediction based on comparing the VMs usage of resources with a threshold that already calculated 

using a training data set. The migration algorithm is used along with a compression algorithm for better saving of 

resources with less cost and downtime. The evaluation of the proposed algorithms for this research wok is based on the 

amount of resources saving. 
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I. INTRODUCTION 

With the quick development of cloud computing on a worldwide basis, general cloud computing frameworks such as 

virtualization, parallel computing, and distributed database have developed to a great extent and been associated 

comprehensively in different zones. Optimization is in a general sense used to enhance the performance and ability 

and to diminish the cost. Time and Cost are the two uncommon resources that are to be conveyed properly and 

sufficiently in real-time applications. Thus it is essential to devise solutions for using these significant resources 

under various requirements. 

From a business perspective, clouds offer flexible platforms to both cloud providers and application owners. The 

adoption and deployment of cloud computing platforms have many attractive benefits, such as reliability, quality of 

service (QoS) and robustness [2]. It conveys the infrastructure, platform and software (applications) as services 

accessible to customers in a pay-as-you-go model [8]. In the IT industry, these services are referred to as 

Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS), respectively [18]. 

The QoS requirements of these services can be defined in terms of a variety of metrics and are formalized in the 

service level agreements (SLAs) [7]. 

The processing units in cloud environments are called virtual machines (VMs) which are used to build the 

infrastructure of a cloud by interconnecting large-scale virtualized data centers, and resources utilized for computing 

are delivered to the user over the internet in the form of an on-demand service [5]. These VMs keep running in 

parallel and should execute the tasks as early as could be expected under the circumstances [18].Live VM migration 

is a core function to replace running VMs seamlessly across distinct physical hosts [8]. It has become an  extremely 

powerful tool for system  management in a variety of key scenarios, such as VM load balancing  ,  fault  tolerance  ,  

power  management and  other  applications [9][10]. 

Multi-objective optimization model [10] designs to minimize power consumption, maximize resource utilization, 

and minimize VM transfer time. The model uses Particle swarm Optimization and Fuzzy Logic to achieve Resource 

Utilization (The resources are CPU, Memory and Transfer Time) and Operational cost but the model does not 

predict failure VMs. model [23] reduces the cost of cloud computing platform through the migration of virtual 

machines (VM) while [17] achieves load balance of the multiple resource but both models do not predict failure. 

A novel and holistic software rejuvenation based fault tolerance [20] is a proactive failure prediction with effective 

Fault tolerance scheme achieves live migration but has not the ability to predict failure and migrating happen when 

needed with no Compression. 

From the literature survey it is obvious that most of proactive failure models and algorithm do not have optimal 

solution for the deteriorating nodes and even when migration is proposed as a solution non combined compression 

along with migration as an optimal model for the failure VMs. 

 

II. RELATED WORK 

A fault tolerance is a setup or configuration that prevents a computer or network device from failing in the event of 

an unexpected problem or error [12]. Fault tolerance makes to achieve system dependability. Dependability is 

related to some QoS aspects provided by the system, it includes the attributes like reliability, safety and availability 

[4]. Failure to respond is as bad as the wrong response [15]. X. Kong et. al. [16] presented a model for virtual 

infrastructure performance and fault tolerance. Definition of Fault Tolerance according to  J. Ravi and P. Vincenzo 

[13] is the ability of the system to perform its function even in the presence of failures. While N. Toanet. al [21] 
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defined fault-tolerance as a generic term that has long been used to name the ability of systems and applications to 

handle errors. The main advantages of using fault tolerance in cloud computing includes failure recovery, lower 

costs, and improved standards in performance [11], [1].   

In VM load balancing mechanism, resource management is accompanied by several advantages that include 

scalability, QoS, reduced overhead and increased throughput [24]. Resources are generally divided into physical and 

logical groups. Logical resources provide temporary control over physical resources [6]. Additionally, logical 

resources support the development of applications and effective communication protocols [19]. Load balancing 

mechanism, in addition to being considered as one of the methods to increase the fault tolerance (FT) of cloud 

computing, provides logical resource management in cloud computing [28]. If the physical facilities in cloud 

computing are placed in a distributed manner, the network resource management develops and improves by using 

load balancing techniques, thereby increasing FT at the same time [27]. 

This prompts issue in the scheduling of customer tasks and achieve FT within the available resources that perform 

an important role in cloud computing [26]. The mechanism of task scheduling not only satisfies users, but also 

increases utilization of resources [14]. 

Jialei Liu et al. [18] suggested an initial virtual cluster allocation algorithm to reduce the total consumption of 

network resource and energy for the VMs in the data center. A proactive coordinated fault tolerance (PCFT) 

approach adopts a VM coordinated mechanism to anticipate a deteriorating physical machine (PM) in a cloud data 

center, and then automatically enables the migration of VMs from the deteriorating PM to the optimal target PMs by 

using particle swarm optimization (PSO) algorithm. This was a very challenging problem, considering its efficiency, 

effectiveness and scalability requirements. The above problem was solved through a two-step approach, in which a 

CPU temperature model was first proposed to anticipate a deteriorating PM, and then the optimal target PMs were 

searched by using an efficient heuristic algorithm. Finally, the performance of the PCFT approach was evaluated by 

comparing it with five related approaches in terms of the overall transmission overhead, overall network resource 

consumption and total execution time, while executing a set of parallel applications. 

Virtual machine (VM) live migration is the major issue of modern virtualized data centers and it is a challenging 

task since 1) Frequent traffic across data center between coupling VMs limits the efficiency of current methods. 2) 

Most of the existing approaches are suffered from less scalability issues as multi-objective optimization is still an 

open question in these designs. To address all these problems, Huang et.al in [9] proposed a novel multi-objective 

VM migration algorithm. A max-min fair model subject to server-side constraints is introduced in this work. 

Authors have further formulated the VM migration as an optimization problem which helps the application 

dependencies to reduce network traffic caused by migration. With the help of two basic VM migration algorithms, 

they have conducted a joint formulization for maximizing the utilization of physical machines while minimizing the 

traffic burden across dependent VMs. The result demonstrated the accuracy of the theoretic model and authors 

shown that their proposed method decreases network traffic by up to 82.6%, significantly improving the efficiency 

of data centers. 

Ramezani et al[10]  presented a multi-objective optimization model with the objective of  minimizing power 

consumption, maximizing resource utilization (or minimize idle resources), and minimize VM transfer time. Fuzzy 

particle swarm optimization (PSO), which increases the efficiency of general PSO by using fuzzy logic systems, 

which is dependent upon to solve the optimization problem. Cloud simulator has been used to investigate its 

performance, and the results verify the performance improvement of the proposed model. 

To minimize the energy consumption and to solve the VM placement problem SLA violation Alboaneen et al. [3] 

used glowworm swarm optimization (GSO) algorithm. The process of placing VMs on physical hosts is called 

virtual machine placement (VMP). Authors concentrated on two types of VM placement problems such as a fresh 

VM placement, where a new VM is placed on physical host or an optimization of the existing placement of VMs. 

High CPU utilization or high memory usage of the physical host leads to violations of SLA after a period of time. 

Hence to avoid overutilization some VMs need to be migrated that causes degradation of VM performance. 

In paper [22] authors characterized the parameters affecting live migration with particular emphasis on the Xen 

virtualization platform. The relationships between the important parameters that affect migration were discussed and 

mentioned how migration performance can vary considerably depending on workload. For both synthetic and real-

world benchmarks, two simulation models has been provided that are able to predict migration times to within 90% 

accuracy. 

Lin et al. [25] believed that the load balancing strategies that focus on VM migration for optimizing on-demand 

resource provisioning needed to be improved. Authors proposed a threshold-based dynamic resource allocation 

approach for load balancing and based on their load changes it dynamically allocates the Virtual Machines among 

the cloud’s applications. 
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III. PROBLEM STATEMENT 

Most of the existing fault tolerance mechanism focuses on creating replicas of virtual machines to replace in case of 

virtual machine failure which results in tremendous wastage of resources rather than focusing on predicting the 

failure in advance. The proposed work focus on predicting the virtual machine failure well in advance and in case of 

virtual machine failure, proposes a virtual machine migration mechanism. The proposed migration technique helps 

in saving resource through a better compression technique and thus addresses the problem of fault tolerance 

effectively. 

 

3.1 Work  

The first step starts with using training data set to calculate the maximum and minimum thresholds of VM usage. 

Four parameters are used to calculate the resources of VMs (CPU usage, Bandwidth, Memory and Temperature). 

The resources usage of each VMs should never exceed the threshold. 

After determining the thresholds an actual data set is used to test the prediction algorithm. The earlier prediction 

algorithm keeps monitoring the VMs and pointed those VMs who’s resource usage become close to the threshold 

and gives the prediction base on the VMs resource usage. Those VMs which are predicted to fail soon are sent to a 

migration algorithm 

The second step here migration algorithm looks for the optimal server to save resources and save the VMs from 

failing by migrating to the best choice of available servers with less amount of resources.  

The third step Compression algorithm is used when migration is needed and ensures that down time is minimized 

and save much resources. Compression algorithm will save more resources by reducing the size and migration time 

as well as shown in graph (2) (3) 

Algorithm1 

The input is a set of VM with resources. 

The output is prediction time of the failed VM and the threshold value. 

Step1: The failure points are identified in the training section by running different iterations with the VM and also 

by calculating the threshold value of each VM. 

Step2: Data points that occur before each failure points are selected. Then, the failure points are detected in all 

iterations. 

Step3: The data points selected in step 2 are grouped in relation to the failure points collected in step 1. These failure 

groups are assigned to each of the data points and used as failure groups. 

Step4: The mean and variance are calculated by using normal distribution models for each attribute (CPU utilization, 

CPU temperature, memory utilization, CPU usage and bandwidth utilization) in one failure group in each cluster and 

by using the results from these models. 

Step5: Using the mean and variance, the probability of the target real-time data attributes were calculated for each 

failure group of VM. 

After obtaining the probability of all the real-time attributes in accordance with each failure group, provided that 

real-time data is given a decision, is used to calculate the earlier prediction time of each failure VM. 

The real-time attribute prediction time as well as the lower threshold value and the upper threshold attribute 

prediction time is calculated for each resource. The upper threshold value and the lower threshold value for the 

resources may vary. Based on the difference between the upper threshold value and the lower threshold value, the 

earlier failure prediction time is calculated. Here, the VM with upper threshold value is found as the VM which has 

attempted the failure. 

 
Fig.1. CPU Usage Graph 
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Fig.2. Bandwidth Value Graph 

Algorithm2  

The Migration Algorithm inspired from the latest developed nature-inspired algorithm based on pollination 

procedure of plants. Flower Pollination Algorithm is basically used to solve constrained and unconstrained 

optimization issues. Interestingly with single objective optimization, multi-target optimization has its extra difficult 

issues, for example, time complexity, in homogeneity, and dimensionality. Nature-inspired algorithms have 

demonstrated their promising performance and have in this way became noticeably prominent and most widely 

used, and these algorithms are mostly based on swarmed intelligence. These algorithms have also been used to solve 

of multi-objective optimization issues. 

Input:  

n: number of Servers 

m: number of VMs 

s: number of Scouts 

Output: 

Map for optimal migration 

Objectives: 

Minimize the Down_time 

Maximize Resource_Utilization 

Step 1: Generate s number of scouts  

Step 2: Initialize random population (migration) for m VMs to n Servers. 

Consider this population as Best_solution g∗  

Step3: Define a switch probability  
]1,0[p

 , where the value of p is bias to the local VMs    

cluster. 

Step4: For i=1: M (all VMs) 

Step 5: For j=1: S (all scouts) 

Step 6:  if t > p   //t represent the server localization 

Global Pollination  

Step 7: else 

Local pollination 

Step 8: end if 

Step 9: Evaluate new solutions 

If new solutions are better than g*, update them in the population 

end for 

end for 

Find the current best solution g* 

Compress_algorithm(Vms) and apply g* 

end. 
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Fig.3. Migration Time Graph 

 
Fig.4.Down Time Graph 

 

Algorithm3  

Input: 

Total number of pages in document or file (pa) 

Output: 

Pages to be compressed ( PC) 

1. Initialization: Repository that contains the 16-word data 

                          ->Byte equal to zero (BZ)…(BZ==0); 

                           ->Word equality (WE)=0; 

2.  Each word in page of document pa 

If (byte = BZ) 

BZ++; 

        If(byte != BZ) 

          Insert(Address, Data) as pc 

3.Else if 

(WE >= Threshold of WE *total amount of words) 

Insert  1---------------------------PC 
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Else 

Insert 2----------------------------PC 

4.Return 

 
Fig.5. Migration Time Graph 

 
Fig.6.Down Time Graph 

 

IV. RESULTS AND DISCUSSION 

In order to reduce the impact of failure during the running of an application on the cloud, there should be a 

mechanism to anticipate the failures as early as possible so that failures can be proactively addressed. FT is an 

important issue in job scheduling on cloud data centers. The proposed earlier failure prediction method leads to 

reduced wastage of resources. 

The upper and lower thresholds for each resource of the 100 VMs can be seen in the figures (Figures 1 and 2). Using 

the threshold, the VMs that are going to fail and that which are running under the same environment can be 

predicted earlier. This part will be discussed in detail in the next paper by using a testing set.  

The value of the resources, such as CPU utilization, CPU usage, bandwidth, memory and temperature, used in this 

algorithm is mentioned below in the graph. Additionally, the resource utilization graph for different resources with 

five different servers is given. 

The migration Algorithm is used to solve Multi objective optimization. The work is tested on different workloads. 

The algorithm is investigated initially with a training data set to find the threshold value on which the virtual 

machine fails and later the algorithm is used for migration in case of failure. The outcome of the proposed algorithm 
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gives the graph for the migration time and downtime as shown in (Figure 3 and 4). The obtained results proves that 

in different work load scenarios, the proposed model only causes very little performance  degradation of the 

migrated VM, outperforming the existing algorithms used for virtual machine migration.  . 

As figures 5 and 6 shown the compression algorithm has improved the resource utilization and gives better results. 

Additionally, the experiments demonstrated that the model avoids unnecessary migration that may increase the 

migration cost. Furthermore, it is shows that the servers are able to successfully migrate a VM with workloads that 

improves the resource management.  
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